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PRESENTATION TO DISCUSS

1. ONLINE SHOPPING SAFETY AND PITFALLS TO AVOID

2. CONTRACTOR PITFALLS TO AVOID



1. YOUR IDENITY 
2. YOUR MONEY
3. YOUR CREDIT

SHOPPING ONLINE PUTS 
AT RISK:



BASIC RULES FOR A SAFER
ONLINE SHOPPING
EXPERIENCE

1.Current virus and software 
protection

2. Strong passwords
3.No Public Wi-Fi
4.Shop known businesses 
5.Utilize online pay services
6.Dedicated online shopping card 

with small limit
7.Research merchants you don’t 

know
8.Be cautious of fake websites
9.Be cautious of sneaky 

subscriptions



1. KEEP COMPUTER VIRUS
SOFTWARE UP TO DATE 1. Virus protection installed?

2. Sometimes comes with 
computer

3.Can purchase products such as 
Norton and McAfee and others

4. Talk to Apple Genius about 
virus protection
5. Always keep software current
6. Remember to watch out for 
sneaky subscriptions 



2. USE STRONG PASSWORDS
1. Never use same password for 

more than 1 website
2. Don’t use passwords easily 

associated with you like
*spouse/child’s name
*street name
*phone no.
*house no

3.Do include upper and lower 
case letters, numbers and 
special symbols

4.Change passwords often



2. USE STRONG PASSWORDS
5. A phrase is a good choice which 
includes numbers and symbols
6. Never give your password out 
7. If needed, consider a password 
vault: 

The Best Password Vaults of 2020:
•1.🥇🥇 Dashlane — Top-level security, easy to 
use, lots of really good features.
•2.🥈🥈 RememBear — Very intuitive with fun 
+ beginner-friendly interface.
•3.🥉🥉 LastPass — Good free plan, advanced 
security on paid plan.
•4. RoboForm — Low cost with powerful 
form filling.
•5. Keeper — Excellent security inside an 
easy-to-use dashboard.

https://www.safetydetectives.com/go/vendor/7963/?post_id=7931&alooma_btn_name=Affiliate+Link+-+16780&clickout_id=c_KF48P6D9LGNMY&pageview_id=p_KF48P6D129QCH&experiment=28922&variation=0
https://www.safetydetectives.com/go/vendor/10337/?post_id=7931&alooma_btn_name=Affiliate+Link+-+16781&clickout_id=c_KF48P6D9T30JZ&pageview_id=p_KF48P6D129QCH&experiment=28922&variation=0
https://www.safetydetectives.com/go/vendor/7969/?post_id=7931&alooma_btn_name=Affiliate+Link+-+16782&clickout_id=c_KF48P6D9K1PLI&pageview_id=p_KF48P6D129QCH&experiment=28922&variation=0
https://www.safetydetectives.com/go/vendor/7976/?post_id=7931&alooma_btn_name=Affiliate+Link+-+16783&clickout_id=c_KF48P6D9GTQI2&pageview_id=p_KF48P6D129QCH&experiment=28922&variation=0
https://www.safetydetectives.com/go/vendor/7971/?post_id=7931&alooma_btn_name=Affiliate+Link+-+16784&clickout_id=c_KF48P6D957GSZ&pageview_id=p_KF48P6D129QCH&experiment=28922&variation=0


3. DON’T USE PUBLIC Wi-Fi
1. Public Wi-Fi is any Wi-Fi other 

than your own password 
protected Wi-Fi

2. Examples of Public Wi-Fi 
*municipal Wi-Fi
*Starbucks
*Hotel room Wi-Fi
*Airports

3.Use cellular when not at home
4. Turn off phone function for 

automatically joining known 
Wi-Fi

5.Hackers will steal your accounts



4. SHOP BUSINESSES YOU
KNOW AND TRUST

1. Pay attention to actual seller in 
trusted marketplace

2.Amazon as seller vs. 3rd party
3.Know return policy of seller
4.If trusted seller, make sure 

website is not a spam
5.Beware of email spam ads
6.Make sure that email is from 

trusted seller before clicking a 
link

https://www.amazon.com/GUTINNEEN-Foldable-Retractable-Protection-47x47-Inch/dp/B08HN2NV58/ref=sr_1_6?dchild=1&keywords=SANDBOX&qid=1603318783&sr=8-6
https://www.amazon.com/Stone-Beam-Modern-Hanging-Mirror/dp/B073WHKXD4/ref=sr_1_2?crid=265CT24MHRIMI&dchild=1&keywords=stone+and+beam+mirror&qid=1603319755&sprefix=STONE+AND+BEAM%2Caps%2C257&sr=8-2


5. PAY WHEN POSSIBLE WITH
ONLINE SERVICES

1. Limits distribution of your card  
number

2.Your information is already 
stored so you don’t need to re-
enter it

3.Examples of popular services
Apple Pay
PayPal



6. DEDICATED ONLINE
SHOPPING CARD

1.Good idea to have a dedicated 
card for online shopping.

2.If credit card, have a small limit.
3.If debit card, very small 

balance.
4. Cards not attached to any other 
bank accounts.
5. MONITOR MONITOR MONITOR



7. RESEARCH MERCHANTS
YOU DON’T KNOW 1.Does the website look 

professional
2.Is there adequate contact 

information
3.Is website secure 
4.Is there a physical address
5.Use map app to verify it’s a 

physical address not a PO Box



7. RESEARCH MERCHANTS
YOU DON’T KNOW cont.

6. Google reviews for website
*Yelp reviews
*Trust Pilot
https://www.trustpilot.com/review
*Better Business Bureau
*Consumer Affairs
https://www.consumeraffairs
*Amazon

market place vs. Amazon
read seller reviews 

How to trust reviews?
Try Fakespot

https://www.fakespot.com

https://www.consumeraffairs/


8. BE CAUTIOUS OF FAKE
WEBSITES



8. BE CAUTIOUS OF FAKE
WEBSITES

1.Pay attention to website name
Amazon vs. Amzon

2. Misspellings
3. Inadequate contact information
4. Reviews
6. Unusual Payment options
7. If its too good to be true . . .



1. Padlock symbol – There should be a padlock in the address bar next to the website address.

2. Website address – This should start with https://. The S stands for secure

3. Green address bar – On certain browsers and websites the address bar will turn green.

4. Valid certificate – If you click the padlock symbol or just to the left of the address bar, you 
should see information on the site certificate. This should tell you who has registered the site. 
If you get a warning about a certificate, avoid the website.

How You Can Tell if a Website is Secure



TALE OF THE GOLDEN GOOSE SNEAKER
The English idiom "Kill not the goose that lays the golden
egg", sometimes shortened to "killing the golden goose",
derives from this Aesop fable. It is generally used of a
short-sighted action that destroys the profitability of an
asset.



GOOGLED GOLDEN GOOSE
SNEAKERS



LEGITIMATE

https://www.bing.com/search?q=goldengoose+sneakers&src=IE-SearchBox&FORM=IESR4A


FAKE
GOLDENGOOSE WEBSITEBE



CERTIFICATE INFORMATION

https://www.goldengoosesneakersshoes.com/


Much cheaper

https://www.goldengoosesneakersshoes.com/


NO LINKS
ONLY EMAIL

https://www.goldengoosesneakersshoes.com/contact-us


No sales tax charged

Limited payment 
options

https://www.goldengoosesneakersshoes.com/index.php?route=checkout/checkout


LEGITMATE
GOLDENGOOSE WEBSITE



LEGITMATE
GOLDENGOOSE WEBSITE CERTIFICATE

https://www.goldengoose.com/us/en


https://www.goldengoose.com/us/en/ls/woman/sneakers?msclkid=5cf3e133f50b19e9d3afbebe5ace0323&utm_source=bing&utm_medium=cpc&utm_campaign=GG%20-%20US%20-%20en%20-%20BING%20-%20SEARCH%20-%20PRO%20-%20BRAND%20SNEAKERS%20GENERICO%20-%20EX&utm_term=golden%20goose%20sneakers&utm_content=Generico%20-%20Sneakers%20Donna


Real Locations

https://www.goldengoose.com/us/en/customercare/contactus.html


Tax Charged

https://www.goldengoose.com/us/en/checkout?stage=shipping#shipping


Paypal and Credit 
Card



9. BE CAUTIOUS
OF SNEAKY
SUBSCRIPTIONS
OR
AKA “THE NEGATIVE

OPTION”

1. Hidden Subscriptions
2.Free trials usually have a catch
3.Subscription option usually pre-

checked
4.Double check the cancellation 

policy
*online?
*timing?
*product return?
*shipping costs?

5. If too good to be true . . .
6. Always  verify the return policy 
including shipping from any site 
before you buy



NO SUBSCRIPTION TERMS DISCLOSED









This is what they are supposed to disclose

• (1) That the subscription or purchasing agreement will continue until the consumer cancels.

• (2) The description of the cancellation policy that applies to the offer.

• (3) The recurring charges that will be charged to the consumer’s credit or debit card or payment account with a third party 
as part of the automatic renewal plan or arrangement, and that the amount of the charge may change, if that is the case, 
and the amount to which the charge will change, if known.

• (4) The length of the automatic renewal term or that the service is continuous, unless the length of the term is chosen by 
the consumer.

• (5) The minimum purchase obligation, if any.

• Cal Bus & Prof Code § 17601



1.Wrong or defective items = contact the online seller and 
the website you used such as eBay or Amazon.

2.No response from seller or bad response = contact credit 
card provider.

3.File complaint with the BBB 

4.File report with local law enforcement

What To Do if Something Goes Wrong



AVOID CONTRACTOR PITFALLS



A BUSINESS LICENSE IS NOT A CONTRACTORS LICENSE



CHECK OUT 
CONTRACTORS

www.cslb.ca.gov
800-321-2752



A License is Required
Unless:

“…the aggregate contract price which for labor, materials, 
and all other items, is less than five hundred dollars 
($500)…”

Cal Bus & Prof Code § 7048



Worker’s 
Compensation
Insurance

Make Sure Your Contractor
Has Insurance or You May 
Be Responsible for Injuries 
on Your Property

www.cslb.ca.gov
800-321-2752



CONTRACT REQUIREMENTS
• (C) The section of the contract reserved for the progress 

payments shall include the following statement in at least 12-
point boldface type:

• “The schedule of progress payments must specifically describe 
each phase of work, including the type and amount of work or 
services scheduled to be supplied in each phase, along with the 
amount of each proposed progress payment. IT IS AGAINST THE 
LAW FOR A CONTRACTOR TO COLLECT PAYMENT FOR WORK NOT 
YET COMPLETED, OR FOR MATERIALS NOT YET DELIVERED. 
HOWEVER, A CONTRACTOR MAY REQUIRE A DOWNPAYMENT.”

• Cal Bus & Prof Code § 7159



DOWN PAYMENT RESTRICTED

• (C) The following statement in at least 12-point boldface type:
• “THE DOWNPAYMENT MAY NOT EXCEED $1,000 OR 10 PERCENT OF 

THE CONTRACT PRICE, WHICHEVER IS LESS.”

• (Bus. & Prof. Code, § 7159



You May Be Responsible for the Uncovered 
Employee

Any person rendering service for another, other than as an 
independent contractor, or unless expressly excluded herein, 
is presumed to be an employee.

Cal Lab Code § 3357



Questions?



Jeffrey S. Rosell
Santa Cruz County District Attorney

701 Ocean Street, Room 200
Santa Cruz, California 95060

Phone: (831) 454-2050

Contact us!
Consumer Affairs

(831) 454-2050
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